Mot s bi quyet Kkhi truy cap, giri, nhin thong tin trén internet

Lam thé nao dé truy cap, giri, nhan, hay phd bién thong tin trén mang internet mot
cach an toan? Mot cau hoi tuy don gian don gian nhung dugc nguoi dan ¢ cac nude siét chit
quan ly internet nhu Viét Nam hét sirc quan tim, nhat 1 gidi tré khao khat ty do thong tin, tur
do tiép can vé6i thé gidi md bén ngoai.

Pé giup quy vi va cac ban tim 10i giai dap, Tra Mi c6 cudc trao doi véi ong Ethan
Zuckerman, chuyén gia ciia Trung TAm Nghién Ctru V& Internet Va X4 Hoi Berkman, thudc
truong luat Harvard, tai Hoa Ky.

Ong Zuckerman 13 nguoi gop mit trong rat nhiéu cong trinh nghién ctru nham phat
trién tinh hiru dung cua cong ngh¢ thong tin phyc vy xa hoi dan su va quyén tu do thong tin
ctia con ngudi. Ong di duogc trao rat nhidu giai thuong va danh hiéu cao quy vé nhiing cng
hién cho nhan loai trong linh vuc nay. Trong s6 nay c6 danh hleu ’Nha 1anh dao tuong lai
clia toan cau’’ vao nim 2003 va <’Nha lanh dao tré cua toan cau’’ vao nam 2005.

Gtri, nhan email & Viét Nam

Tra Mi: Cac hoat dong trao doi thong tin trén mang co thé chia thanh hai dang chinh
nhur trao d6i, pho bién thong tin, phat biéu y kién qua email hay blog, hogc tim kiém, cap nhat
thong tin bén ngoai bang cac cong cu vuot tudng lira. Trude hét, ndi vé phuong tién phd bién
nhit hién nay 1a email, xin dugc hoi 6ng lam cach nao dé sir dung email mot cach an toan
nhit?

Ong Ethan Zuckerman: Tai mot qudc gia nhu Viét Nam, noi internet bi nha nu6c quan
1y chat chg, thi cac cu dan mang, dic biét 1a nhiing ai mudn ty do truy cép thong tin hay bay
t6 quan diém trén mang, phai dbi dién véi rat nhiéu rui ro va dan ap tir phia chinh quyén.

Vi vay, dang ky (ghi danh) str dung cac tai khoan email tir cac nha cung cap dich vu
email mién phi nhu yahoo hay hotmail chang han qua that 1a khong an toan. Cac nha cung cap
nay c6 thé giao ndp thong tin ca nhan va ndi dung trao d6i thu tir ctia ban cho an ninh mang,
néu duoc yéu cau.

Hién nay c6 nhitng nha cung cép email cung cp cong cu hd trg cho cac dang email
ma hoa. Mot vi du dién hinh la Google, tirc dich vu gmail. Néu ban vao duong link URL tén
la: https://mail.google.com/mail dé dang ky (ghi danh) 1 tai khoan email véi Google thi ban
s€ c6 mdt dia chi email ma stir dung no thi ndi dung email cia ban khi gui di s€ dugc ma hoa.

Cho nén, trén duong thu téi tay ngudi nhan, an ninh theo ddi trén mang khong thé biét
dugc ndi dung cua 14 thu. Thé nhung, diéu nay khong c6 nghia day 1a cach an toan tuyét doi.
Vi thu ctia ban duoc tai vé tram chuyén thu 1a Google trude khi dugc giri t6i nguoi nhan, thi
cling c¢6 kha ning 1a khi duoc chinh quyén Viét Nam yéu cau, Google c6 thé s& hop tac bang
cach cung cap ca noi dung email va thong tin cia nguoi gui.

An ninh trong thé gidi blog

Tra Mi: Con vé viéc str dung nhat ky dién tir Blog dé trao doi, pho bién thong tin hay
bay t6 quan diém. Ong c6 10i khuyén gi giup nhiing bloggers tai Viét Nam ty bao vé an toan
cé nhan?

Ong Ethan Zuckerman: T6i c6 pho bién nhiing chi din cu thé vé phuong cach sir dung
Blog an toan trén mang. Bai viét nhan dé: “’Blog an danh véi chuong trinh Wordpress va
TOR’’ duoc luu trir trong phan Tools and Guides trén trang
www.advocacy.globalvoicesonline.org. Qua d6, t6i dé nghi nguoi dan tai nhitng nudc kiém
duyét internet:

Trude hét, ban nén tai phin mém (thao trinh, nhu liéu) TOR tir trang web:

www.tor.eff.org vao mdy tinh hodc vao dia, hay USB cuia minh, lam theo huéng dan
ting budc trong d6. TOR 1a mot chuong trinh c6 chiic ning x6a dau vét, ddu dia chi xuit x
cua nguoi truy c@p khi ho gui, nhan, hay doc thong tin trén mang internet bang cach ma hoa
nhiéu 1an nhitng théng tin trao doi trén net cta ngudi d6 va chuyén qua nhiéu may chu trung
gian khac nhau trude khi giri t61 nguoi nhan.
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Sau khi d3 c6 cong cu vuot tuong lira TOR trong tay, nghia 14 c¢6 thé yén tim rang moi
hoat dong cua ban trén mang dugc bao mat, ban nén dang ky mot dia chi email véi Gmail.

Ké dén, ban can tao ra mot tai khoan voi WordPress Blog Tool and Weblog Platform,
12 mot phan mém tron géi (thao trinh gdm day di moi thir) chi dan, hd trg tao blog rat phd
bién, tuong tu nhu yahoo 360 do.

Nhé rang khi tao dia chi email véi Gmail va mé blog véi Wordpress, ban déu phai sir
dung TOR dé bao mat an toan. Co nhu vay, ca Gmail va Wordpress déu khong biét duoc
nhirng thong tin cd nhan cua ban. Ho chi thay duoc 1a ban stt dung TOR dé dén véi ho, nhung
ho khong biét dugc vi tri ciia ban dang & déu, tir qudc gia nao.

Cho nén, cho du ¢6 dugc chinh quyén Viét Nam yéu cau di chang nira, thi Gmail va
Wordpress ciing khong hé c6 dugc thong tin ca nhin cua ban dé giao nop hay tiét 19.

Lam nhimg viéc ndy, ban s& c6 dugc mot dia chi email an toan dé mo blog va trang
blog ca nhan dé giao tiép v&i moi nguoi trén khap thé gidi. Hon nita, moi hoat dong trén blog
ban déu thuc hién vai cong cu TOR thi cong an mang kho ma truy tim dugce ra ban 14 ai.

Puong nhién cach nay khong phai 1a an toan tuyét ddi, nhung né co tinh bao mat cao
hon va ciing dé& sir dung d6i v6i moi nguoi.

Nhirng luu y khi vwgt twong lira

Tra Mi: Mot hoat dong kha phd bién trén net 1a truy cap va tiép can thong tin toan cau.
Viée nay vbn bi can tré rat nhidu ¢ cac ché do doc tai bang nhiing birc tuong lira, va cong cu

‘leo rao’ pho bién hién nay 1a dung proxy. Theo éng, dé vuot tuong lira an toan, can luu ¥
nhiing diéu gi?

Ong Ethan Zuckerman: Chiing t6i khong dé nghi sir dung cac proxy cong cong vi ban
khong thé biét duge nguoi dang van hanh cac proxy cong cong do 14 ai.

Chung t6i khuyén ban nén dung TOR hay JAP, tic nhimng proxy an danh c6 hd tro
Java.

Nhiing cu dan mang ¢ Viét Nam néu ¢6 ba con, ban bé dinh cu & nude ngoai thi nén
stt dung Psiphon. Nguoi than cta ban ¢ hai ngoai chi can cai dit chuong trinh Psiphon vao
may va dua cho ban nhiing thong tin két ndi nhu dia chi IP cua may chu, tén dang ky str dung,
va mat khau.

Mot nguoi ¢ Viét Nam truy cép internet bang Psiphon thi ciing giéng nhu 1a nguoi ay
dang dung mdy tinh cua nguoi than ¢ nude ngoai dé vao mang vay. Ban s& co thé tha ho truy
cap vao bat ctr trang web nao ma ban thich, ma khong dé lai dau vét gi co thé bi truy ra ca.
Ban c6 thé tai Psiphon vé tir dia chi: www.psiphon.civisec.org - Coming Soon (hodc chuyén
thang vé tir kho nhu liéu cua thuvientoancau.com tai day:

http://tvvn.org/tvvn/index.php?cateq...3&p13_fileid=5). D6 1a nhitng cach vuot tuong
lira an toan nhét.

Tom lai, ban can nhé rang khi dang tai N kién ca nhan 1én net hay 1én blog, can su
dung cac cong cu nhu TOR, Psiphon kem theo dé ‘nguy trang’ va tang cuong tinh bao mat.

Mot van dé khac dang luu y 1a tuyét d6i dimg bao gio tiét 16 bat cir thong tin nao lién
quan dén ca nhan cua ban trén mang hay trén blog.

Tra Mi: Xin chan thanh cam on 6ng da danh thoi gian cho cudc trao doi nay.

Tra Mi, phong vién dai RFA
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HANH TRANG CUA CHIEN Si DAN CHU - Diing secure mail dé giri e-mail

Séng trong modi truong kiém soat internet mot cach nghiém ngit va hoan toan khong
c6 ty do thong tin, ngdn ludn nhu & Viét Nam, viéc trao doi thong tin lién lac that vo cing kho
khan va thiéu bao mat cho cac anh em Chién Si Dan Chii ¢ trong nu6c. Bang kinh nghiém ctia
t61, va tham khao mot s6 anh em IT ban bé, t6i viét bai nay dé mong gitip thém dugc phan nao
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cho anh em Chién Si Dan Chu mét cong cu hd trg dic luc trong viéc trao doi tin tirc trén
mang ludi nhén thong qua dién thu.

Néu chung ta chi trao d6i tin tirc qua yahoo email, chic chin chiing ta sé& thit bai, boi
vi cOng san c6 thé doc tat ca ndi dung d6 mot cach d& dang bang cach cut va paste ndi dung
d6 vao mot server khéac trén dudng truyén ma ching ta khong hé hay biét. Va cong san ciing
chéng can mat ma dé lam gi, mdt khi ching da biét chinh xac dia chi dién thu. Cho nén ddi
voi server dia chi dién thu quan trong hon 1a mat ma, ddi v4i ban bé binh thuong thi mat ma
quan trong hon dia chi dién thu.

Nhu vay dé bao mat noi dung, chi c6 mot cach duy nhét 1a ma hoa (encryption) noi
dung trudc khi goi di trén duong truyén, khi d6 server Viét Nam s& khong thé nao doc duoc,
du biét chinh xac dia chi dién thu. Chuing ta c6 2 cach dé mi hoa thong tin:

Mot 14 mid hoa bang mot thao trinh trude khi goi di, va ngudi nhan giai ma
(decryption) ciing chinh bang thao trinh d6 boi mat ma da biét trude.

Hai 1a dung hé théng secure mail. C6 nhiéu hé théng secure mail, nhung theo t6i cach
thong dung va dé dang nhat & Viét Nam van 1a HUSHMAIL.COM néu nguoi goi va nhan déu
ding hushmail, viéc nay tuong ddi an toan va co nhiéu tinh ndng linh hoat. HUSHMAIL
KHONG NHUNG CHI MA HOA MA CON CO 3 CACH BE GOI TIN TUC KHAC NHAU.

Chuing ta bét dau theo tung thtr tu cu thé.

1- Viéc tao mot hop thu hushmail rat 1a dé dang va hoan toan mién phi.

Pau tién ching ta vao trang https:/www.hushmail.com (chu ¥y ring ddy 1a trang
https:// chit khong phai http:// nhu yahoo hay hotmail... SSL: viét tit cia Secure Sockets
Layer, day 1a 1 cach dé chuyén tin can d6 an toan cao)

Tiép theo chiing ta vao trang ghi danh mién phi (sign up for free email) va bat dau tao
mot hop thu.

Theo thtr tu 5 bude clia nd chung ta dién day du cac yéu cau. Va cach tot nhat 1a tao
mot “’automatically email address’’. O budc th 4 chung ta bAm vao phan ¢’show advance
option’’ dé chap nhan cho phép Java duoc chay (Enable java). Piéu nay rat quan trong vé sau
nay, c6 nghia la ching ta dang chon ’turn on java’’... O budc thir 5 chung ta phai click vao
terms of service dé vao phan terms of service. Xong, chiing ta c6 quyén click vao Now
created account.

Nhu vay 1 chung ta da c6 mot dia chi gidng nhu thé nay:

auto175332@hushmail.com, auto52608@hushmail.com........

Chu ¥, néu sau 3 tudn khong st dung dia chi nay sé& tu dong deactive va mdi may c6
thé tao 4-5 dia chi hushmail.

2- Sign in vao dia chi email

Dé vao dia chi email chung ta phai quay nguoc lai trang chinh hushmail dau tién, va
enter full your address vao cot trbng dau tién. Hushmail s& tu dong chuyén t4i trang thir nhét,
roi trang thtr 2, chung ta phai click chon vao dong chir mau dé if you would like continue with
a free account va hushmail s& tyr dong chuyén qua thir 3 trang Password. Trang ndy rat quan
trong & phan “’enable java’’. Ca trang chi hién 1én 6 trong passphase va dong chit mau xanh
“’enable java’’ hodc “’turn off java’’. Néu chung ta thay dong chit “’enable java’’ c6 nghia la
chung ta dang ¢ tinh trang ° tit java’’ va nguoc lai.

Piéu nay RAT quan trong cho tinh ning chia s¢ dir liéu SHARE FOLDER sau nay,
Mot cach goi thong tin khac cua hushmail.

Vi vdy cach t6t nhit 1a ching ta phai luén luén mé java. Cho nén néu thiy dong chir
enable java chung ta phai click chon vao no dé chuyén d6i thanh mé java trude khi enter
passphase. Hushmail sé& tuy dong chuyén thanh “’Enable java’’ sau khi bam, hodc ¢6 thé ching
ta phai quay lai tir ddu. Nghia 13, néu trang Passphase hién ra dong chit “’turn off java’’, Ia
chiing ta dang lam dung (khong md java chung ta van vao dugc trang inbox)

Cach thir nhat dé goi tin tic:
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Trang Inbox ciia hushmail cling gidng nhu moi trang email khac. Chung ta c6 thé tao
new mail & compose va send mot cach binh thuong véi ndi dung da duge encryption. Ching
ta c6 thé doi Passphase ¢ phan Preference, va tim hiéu thém vé turn on java & phan Help.

Nhung dic biét nhét c6 18 1a tinh ning SHARE FOLDER (chia sé dir liéu) néu chung
ta dang mé java,va ngudi nhan 1an nguoi goi déu dung hushmail.com

Céch th hai dé gai tin tirc:

Véi tinh naing SHARE FOLDER (khong c6 hé thong mail nao cd) yéu cau ngudi goi
1an ngudi nhan phdi mé JAVA méi nhan dién 1an nhau. Khi ching ta turn on java & trang
Passphrase, vao dén trang inbox s& nhan dién thay File Storage va Remote folder. Néu khong
mé java chung ta sé khong thay hai phan nay.

File Storage dung dé upload nhiing file ma chiing ta mudn luu trit trén hushmail server
va c6 thé chia sé cho nguoi khac nhan dién, download hodc deleted no. Néu muén share cho
ngudi khéc, sau khi upload xong, ching ta gd dia chi ngudi duoc share vao 6 trong va click
Add user, co thé chon thém cac thudc tinh cho nguoi nhan read or deleted ¢ dudi.

Remote folder cho ching ta nhan théy tai li¢u dugc chia sé (share) tor mot dia chi
email khic, ma chung ta s& duoc quyén mé (open) hay chuyén (download) né.

Nhu vy, thay vi send mot dién thu binh thuong, chung ta ¢ thé chia nhau coi (share)
mot tai liéu dang .DOC .TXT .JPG,.BMP.... cho ngudi khac doc ma khong can phai goi tai
lidu Ay di. Néu nhu tai liéu d6 chung ta dd ma hoa trude thi cang an toan hon.

Va cang bat ngo hon, néu ching ta tao thém mot dia chi hushmail méi khéc, va share
folder cho ngudi nhan thi 1am sao server cong san nhan biét duoc mail nao dang gdi tin di.

Céch thtr ba dé goi tin tic:

Ngoai viéc ¢c6 mot account hushmail dé goi email, chung ta van ¢ thé gdi secure mail
thong qua hushmail ma chua c6 account hushmail. B6 1a cich gd&i email thong qua
HUSHMAIL EXPRESS.

Sau khi vao https://www.hushmail.com chiing ta click chon hushmail express. Mot
trang moi hién ra dé ching ta dién thong tin va ndi dung mudn goi.

O phan “’your address”’, c6 thé chung ta dién dung dia chi dién thu ctia nguoi goi, (O
trang nha yahoo, hotmail hay aol mail...). Hodc c6 thé khong ding. Hushmail khong quan
tam t&1 chuyén nay, chi khi nao mail khong géi dugc, né madi replay lai dung dia chi nay.

Cho nén néu chiing ta ghi mot dia chi email ao khac thi server cong san khong biét
duoc dia chi mail nao dang goi ndi dung nay.

Nhé phai click chon & khung kiém tra *’I agree with term of sevice’” méi c6 thé send
duoc.

C6 mét gioi han ¢ cach thr 3 nay la ngudi nhén phai answer ding céu answer cua
nguoi goi. Do la password. Vi véy cach nay s¢ rat hitu dung néu nguoi goi va ngudi nhan da
biét nhau tir trudc, hodc da thoa thuan trude mot password nao dé. Tuy nhién cach nay do bao
mat khong cao. Nhung trong rit nhiéu tinh hudng dic biét chiing ta van phai st dung né.

Trén day 1a so luge 3 cach sir dung cia hushmail,néu ching ta biét két hop véi nhiing
software khac thi tinh ndng cua n6 s€ da dang vo cung. Gia str chiing ta ma hoa dir li¢u trudc,
r0i dung share folder dé goi cho ngudi nhén thi server cong san bo tay, khong thé doc duogc
noi dung (tlly thudc vao software ma hoa). C6 nhicu cach dé mi hoa thong tin, nhung cé 2
cach thong dung nhit 13 dung software dé ma hoa ndi dung text, hodc an ndi dung dudi mot
file hinh anh.

Va ciing ¢ rat nhiéu thao trinh dé ma héa ndi dung text. Thong dung chung ta co thé
chuyén vé & nhitng dia chi sau:

http://www.songtoday.com/cgi-bin/nph-
proxy.cgi/001100A/687474702s7072646s776r6p6s6164732r7365757263656665
7267652r6r65742s6178637279707425417843727970742953 657475702r657865
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http://www.songtoday.com/cgi-bin/nph
proxy.cgi/001100A/687474702s7777772r63797068657269782r636s2r75602563
7279707461696r65725s6p65556465776r6p6561645563656r 7465722r68746(
hoidc

software:ciphrtxt http://www.roadkil.net

Céc thao trinh nay hoan toan mién phi va c6 dung lwong nho, dé gin va rat dé sir dung
¢ thé ma hoa mét tai liéu, hodc nguyén ca mot hardrive v.v...

Software stephide dung dé an dit liéu dudi mot file hinh anh:

http://www.songtoday.com/cgi-bin/nph-
proxy.cgi/001100A/687474702s73746567686964652r7365757263656665726765 2r6r65742s

Chung ta c6 thé tim thém nhiéu thao trinh khac & trén mang ludi nhén, c6 thé mdi
nhém Chién Si Dan Chu nén c¢é nhiing software riéng dé trao d6i 1an nhau.Véi su linh hoat
ctia minh, cong véi kién thirc vé may tinh cac Chién Si Dan Chi s& c6 mudn van cach dé tao
nhitng hang rao chan chung quanh ndi dung bi mét ciia minh.

Trong thoi dai hién nay, mdi Chién Si Dan Chu déu phai st dung internet dé tén cong
cong san vi vy ching ta phai lu6n ludn trang bi cho minh nhiing kién thirc day di vé vi tinh
va cap nhét thuong xuyén. Chic chin cong san s& that bai bai internet, cho nén chung tim moi
cach dé tran ap trong lanh vuc nay. M&i Chién Si Dan Chu can phai c6 4-5 dia chi email ciing
mot lac, trong d6 chic chan phai ¢6 2 hushmail. 2 hotmail va 1 yahoomail d¢ lién lac ban bé
cho vui... Hotmail an toan hon yahoo vi trong history, hotmail khong dé lai diu vét ciia
ngudi goi. Khi siv dung hushmail ching ta sé nhan thiy cong sin ludn tim cich xam
nhip vao inbox ciia chiing ta, tim moi ciach pha hoai nhw 1a khong ddi password dworc,
khong replay dwgc, khong new mail dwgc.... Ching ta c6 thé cim nhan dugc su rinh mod
clia cong san & bén canh, trong khi d6 & yahoo moi viéc déu ém xudi, suéng sé, ngot x4t , boi
vi cong san da doc duoc tat ca thong tin ciia ching ta ngay tir lic mdi khai truong,néu ching
ta luén sir dung mot may tinh tai nhd va mot mang ADSL c¢b dinh. Chinh mang ADSL 1a
mang dé quan ly nhét

Trong bong t6i cong san s€ chién thang, cong san dang so anh sang, va s€ that bai boi
anh sang. Vi vy 61 rat that tinh mong muon nhitng nguoi am hiéu nhiéu vé network, cung
cap thém nhimng kién thirc va kinh nghiém vé lanh vuc nay cho anh em Chién S Dan Chu
dung 1am hanh trang trén con duong du tranh diy gian kho nay. Bai viét cia t6i c¢o nhiing
diém sai hdy ctr thiang than néu 1én dé ching ta cing nhau rat kinh nghiém. Dimg nghi ring
cong san khong biét, cong san dang nim server, cong san dang luu manh nhat thé gigi. Vay
thi chi c6 mot phuong phap dau tranh md chung ta méi chién thang cong san ma thoi.

Sai Gon

Nguyen Van IT

Lam thé nao dé cong an Viét Nam khong doc dwoc email ciia ban?
2007.11.23
P Hiéu, phéng vién dai RFA

Véi sy phat trién nhanh chong ctia mang thong tin toan cau Internet, tai Viét Nam,
hién gio cac nha d4u tranh cho dan chi ciing triét dé khai thac phuong tién thong tin hitu hiéu
nay.

Pé kiém soat ngudn thong tin tir trong nude voi hai ngoai, nha nude di cho thanh 1ap
luc lwong cong an Internet nham theo ddi, ghi nhan, thu thap, gan loc va phat hién nhiing
emajl bat loi cho ché do, dé)ng thoi truy bét nhiting nhan vét van dong cho dan chu, nhan
quyen.



Uy Ban Bao Vé Nguoi Lao Pong vira phd bién cach thirc ¢6 thé vo hiéu hoa hoat dong
cua luc lugng cong an Internet.

Moi quy vi theo dbi thém chi tiét qua cudc trao doi giita phong vién DS Hiéu cua RFA
v6i ong Poan Vi¢t Trung, Téng Thu Ky, Uy Ban Bdo V¢ Nguoi Lao Pong Viét Nam, hi¢n
dinh cu tai Uc Chau.

D4 Hiéu: Thua 6ng, méi day chung t6i duoc biét 1a Uy Ban Bao Vé Nguoi Lao Dong
Viét Nam méi pho bién cach thirc 1am sao ¢ thé giit an toan cho email, xin ong cho biét trong
b6i canh nao Uy Ban Bao Vé Nguoi Lao Dong Viét Nam ¢6 nhu ciu viét bai nay va pho bién
dén tat ca ngudi Viét toan thé gisi?

Ong Poan Viét Trung: Tir Khi Uy Ban Bao Vé Nguoi Lao Dong Viét Nam ching toi
duogc thanh lap cach day khoang hon mét nam thi chung toi da bat dau lam viéc nhiéu v6i mot
s0 nguoi trong nurde ma ciing cling mét chi hudng, tire 1a tranh dau cho nguoi lao dong co thé
lap dugc cong doan dé bao vé cho quyen loi cua ho.

Khi chang t6i 1am viéc voi nhau, ching t6i nhan thiy qua kinh nghiém lam viéc thuc
tién thi nhan thiy 1a c6 nhu cau can phai giir cho céng an tin hoc ctia nha nudc khong thé nao
doc Ién email cua chung t6i dugc, tai vi néu ho doc 1én duoc thi tir d6 ho c6 thé truy ra nhiing
anh em lam viéc vdi ching t6i ¢ trong nudce va tir d6 s€ gay hai cho ho.

Qua kinh nghiém lam viéc thuc tién d6 ching tdi co duoc mot 5O phuong phap, nhung
khi nghi rong ra thi thay khong phai chi c6 chiing toi méi ¢6 nhu cau d6 ma c6 rat nhidu nguoi
khac nhirng nguoi tranh d4u trong nudc vé du moi dé tai, nhiéu t6 chirc khac & hai ngoai nay
néu c6 lién lac v6i ho, ciing nhu 1 nhimg than hitu ban bé ciia ho & ngoai ndy, vi thé chung
t61 thdy co 1& bai ndy nén dugc phd bién cho thém nhiéu nguoi biét vé cach lam sao giit cho
lién lac qua lai ra vao Viét Nam hay ngay bén trong Viét Nam dé gitr duoc an toan.

D4 Hiéu: Lam sao 6ng co thé biét dugc 1a nha nude Viét Nam tuyén dung mot luc
luong cong an tin hoc dé chuyén theo ddi va ghi nhan hau nhu 1a tit ca cic ndi dung email
trao d6i gitta nhitng nha tranh dau cho dan chu, nhan quyén trong nudc véi nhau va voi ngudi
hai ngoai?

Tht nhét 1a thinh gid nén c6 mot dia chi ma phé bién bao nhiéu cling dugc. Di nhién la
dia chi do thi khong c6 viét gi can phai phai bao mét. Thir nhi la néu ma c6 viét gi can phai
bao mat voi mot s6 nguoi thi hay c6 mot s6 dia chi email riéng. Mbi mot dia chi d6 chi noi
cho mot hodc mot s6 nguoi nao d6 ma minh tin can, minh lién lac voi ho va chi c6 ho méi
biét dia chi email nay ma théi.

Ong Poan Viét Trung: Thua anh, t6i c6 thé dua ra vai thi du. Cach day khoang mot
nam c6 mot nha tranh dau cho dan chu trong khi dang ngéi 0 mot quan cafe internet thi da bi
cong an ap dén bat. S¢ di anh bi bat nhu vay 1a tai vi dia chi email ctia anh d3 bi phat hién boi
hé théng va nhitng cong an tin hoc cia nha nudc.

Mot thi du khac 14 hoi gan ddy c6 mot ngudi ti nan chinh tri bén Campuchea, than
nhan ctia hg ¢ Viét Nam da bi cong an kéu Ién, va khi tham van nguoi than nhan do thi cong
an di dua ra cho nguoi d6 thiy nhitng email qua lai gitra ngudi d6 va than nhan cua nguoi d6
& bén Campuchea. Diéu d6 chig té cho thay 1a cong an di doc 1én email giita hai nguoi nay,
mic du 1a email riéng. Tuy ho doc 1én nhu vay nhung ho van ngang nhién ngao nghé dua cho
nguoi ¢ Viét Nam coi céi email riéng ma ho da in ra nhu vay d6 anh.

D6 12 hai thi du trong sd nhiéu viéc ma ching t6i c6 thé ké ra dé cho thay viéc cong an
tin hoc nha nudc c6 theo doi cac dia chi email va cac cach doc 1én email qua lai 1a chuyén co
that. Toi xin thua la nhitng email d6 khong phai 1a chi c6 email cia nguoi trong nudc ra ngoai
hay tir ngoai vao ma ciing c6 thé 1a email giira nhitng nguoi tranh d4u song tai Viét Nam ho
viét cho nhau ciing c6 thé bj cong an theo ddi nira.

Pd Hiéu : Thua ong, nhu vay la cong an tin hoc ciia nha nudc Viét Nam khong c6 mat
ma thi 1am sao ho ¢6 thé vao doc dugc tat ca nhimg email ma cac nha dau tranh dan chu trong
nudce trao doi voi nhau, hodc 13 lién lac véi thé gidi bén ngoai?



Ong Poan Viét Trung: Vang, thua 6ng, chuyén dé thuc ra khéng khoé ti nao. Mudn doc
email thi cong an tin hoc cua nha nude ho chi can ¢6 2 tha: Tha nhat 1a cai dia chi email cua
ngudi giri va ngudi nhan, va thi nhi 13 ho cin phai lam sao di vao duoc ndi dung ciia email,
nam duoc cai email do.

Thé thi, cai thi nhat, thua anh, that 13 qué dé boi vi c6 mot sd nha dan chi trong nudc
c6 thé noi 1a khong can than cho 1am vé viéc pho bién dia chi cia minh. C6 nhiéu nguoi ho
chi dung c6 mot dia chi thoi dé lién lac, khong nhitng lién lac véi nhitng nguoi ma ho can bao
mat ma ciing dung cai dia chi 6 dé lién lac v6i nhitng nguoi mot cach tong quét nita. Thanh
ra v6i nhitng dia chi duoc phd bién nhiéu nhu vay thi cong an ho d& dang theo dai.

Con vé ndi dung ciia email 1am sao cong an ¢ thé nam duoc thi t6i xin thua nhu thé
nay. Véi mot ngudi trong nudc thi ¢ hai trudng hop, truong hop thir nhit ho ding cai web
server, tirc 1a not chira thu tir cua ho, cai web server Viét Nam néu minh dung dia chi email
ctia minh tdn cung bang .vn thi trong trudng hop do tirc 1a may computer chira email ciia minh
nam & trong Viét Nam, nhitng may computer d6 khong phai do nha nudc lam chi thi nha
nuéc ciing déu co thé quan tri ca, ho c6 thé doi hoi ndi dung ca, vi thé ma ho dé dang doc
email ctia minh ma khéng can mat ma. D6 1a trudng hop thu nhat, tic 1a dung dia chi email ¢6
tan cling bang .vn .

Cling c6 nhitng nguodi dung dia chi nhu gmail, hotmail, yahoo! v.v... thi trong truong
hop dé thu cua ho khong chira trong web server trong nudc ma gilr ¢ cai server cua nhiing
hang nhu 13 gmail, hotmail, yahoo! & tudt bén My, thé nhung trong nhimg truong hop dé khi
ho dung nhiing program dé di vao website ciia yahoo!, , gmail, v.v.. . dé doc email ctia ho thi ho
phai di qua web server, tirc 1a may computer ma né nbi giita hé thong internet trong nudc véi
hé thong internet trén thé gidi tw do bén ngoai, va ngoai ra nhitng ndi dung d6 ciing chay qua
nhiing dudng day cép & trong nudc, nhitng dudng diy cap ndi tinh ndy qua tinh khéac, nhing
duong day cap do thi chu cling 1a nha nudec.

Vi thé cho nén nha nudce c6 thé doc duoc nodi dung cta email d6 ma khong can c6 mat
mi, bang hai cach, hodc 1 ho chan email tirc 1 nhitng tin hiéu qua lai giita nhitng web server,
hodc ho chén lai trén dudng day cap do dé ho doc len.

Nhung néu trong quy thinh gia c6 mot s6 nguoi 1a nhing nguoi tranh dau cho Viét
Nam thi vi tim muc nguy hiém cho nén quy vi phai lam thém mot s6 diéu khac nita nhu thé
nay, la khi minh viét email thi ndi dung email nén viét vo trong mot tai liéu ciia Microsoft
Word, xong r6i khoa no lai, dung mgt mat ma (tleng Anh goi la encryption) khoa n6 lai, xong
roi thi minh zip bang Winrar hay winzip, réi cho nd vao bén trong attach vao email thay vi
thu ctia minh trong email.

P4 Hiéu: Thua 6ng, vé cach thirc ma Uy Ban Bao Vé Ngudi Lao Pong Viét Nam
mudn huéng din nhitng ngudi st dung email dé co thé bao vé an toan cho ho thi gdm ¢
nhitng bude k¥ thuat nhu thé nao?

Ong Poan Viét Trung: Trude khi ndi vé ki thuat toi xin thua vé 16i suy nghi trong dau
ciia minh. Viée dau tién minh hay nghi t6i email ctia minh, cai dia chi d6 gidng nhu mot noi
minh chon gidu gia tai va cai ndi dung bén trong email n6 gidng nhu 1 gia tai cua gia dinh
minh. Minh hiy coi né 1a quy, bdi vi néu ¢ ai nim duoc thi c6 thé c6 mot sd nguoi s& phai
vo til. Quy nhu vay d6 thi minh sé& thay 13 bo cong ra mot chit dé khoa tay cong an ciing rat Ia
dang.

N6i vé chi tiét thi phwong phap d6 c6 duoc ding trong bai ciia chung toi & trang web
baovelaodong.com, nhung toi xin thua so so nhu vay: Tht nhat 1 thinh gia nén c6 mot dia
chi ma phé bién bao nhiéu ciing dugc.

Di nhién 1a dia chi d6 thi khong c6 viét gi can phai phai bao mat. Thir nhi 1a néu ma c6
viét gi can phai bao mat véi mot s0 ngucn thi hay c6 mot so dia chi email riéng. Mobi mot dia
chi d6 chi néi cho mot hodc mot sé ngudi nao d6 ma minh tin can, minh lién lac vi ho va chi
¢6 ho méi biét dia chi email nay ma thdi.



Xong r6i khi minh email cho ho, di nhién nhiing diéu gi khong can bao mat thi clr Vlet
dia chi email binh thuong, viét mot cach binh thuong nhu tir xua t6i nay. Nhung néu cé gi can
phai bao mat thi dung dia chi email bi mat d6 ma viét cho ho.

Khi viét cho ho thi cai dia chi ctia ho quy thinh gia dimg bo dia chi cia ho vao hang
“TO”, “CC” (tirc nguoi nhan) ma hay bo vao hang “BCC”” tirc la phan ma email van dén
ngudi d6 nhung khong ai c6 thé doc duoc, biét duge 1a email d6 da duge gui tdi dia chi do.

Nhu vay cong an s€ khong tim ra duoc cai dia chi email cua ho.

Do 1a nhiing phwong phap ma to1 nghi 1a dai da s6 ai cling c6 thé lam dugc.

Nhung néu trong quy thinh gia c6 mot sO nguoi 1a nhiing nguoi tranh dau cho Viét
Nam thi vi tim murc nguy hiém cho nén quy vi phai lam thém mot s6 didu khéc nira nhu thé
nay, la khi minh viét email thi noi dung email nén viét vo trong mot tai lidu ctia Microsoft
Word, xong roi khéa n6 lai, dung mot mat ma (tiéng Anh goi 14 encryption) khoa no lai, xong
roi thi minh zip bang Winrar hay winzip, r6i cho nd vao bén trong attach vao email thay vi
thu cua minh trong email.

Tai sao nhu vay? La tai vi cong an mdi ngdy co ca triéu triéu email di vao Viét Nam
thi 1am sao ho doc dugc moi email, cho nén ho ra, ho kiém trong nhiing email trong than hay
trong phan “To’’ hay “BCC’’ hay phan cia nguoi gui nhiing chir gi ma ho muén klem Khi
ho mudn kiém trong than ma nhiing gi minh viét lai khong viét trong than ma lai viét trong tai
liéu dinh kém thi ho s& khé ra hon nhiéu.

Va nhét 13 nhitng tai liéu minh d3 khoa lai thi néu ho khong c6 mat ma thi ho khong c6
cach nao ma mo tai liéu d6. Pé khoa va dé mo tai lidu do thi quy vi va nguoi kia can phai c6
mat ma. Mat ma d6 nén cho nhau biét bfmg dién thoai vi néu ho d3 doc duoc email thi ho
cling c6 thé biét dugc mat ma d6 ludn.

Va toi xin nhic lai 14 nhing chi tiét ndy c6 ding trén trang web ctia Uy Ban Bao Vé
Nguoi Lao Bong Viét Nam, dia chi 1a baovelaodong.com .

P4 Hiéu: Chung t6i xin cam on 6ng Poan Viét Trung, Tong Thu Ky ciia Uy Ban Béo
V¢ Nguoi Lao Bong Viét Nam, da danh thi gido cho Pai RFA.

Ong Poan Viét Trung: Da, xin kinh chao 6ng. Kinh chio quy thinh gia.

Tiéng Viét

Tin budn: Céng an mudn in cip gia tai email ciia ban. Tin vui: Cé ciach khoa tay ho
Uy Ban Bdo V¢ Nguoi Lao Bong Viét Nam

Trong nhiéu lan tham van nhiing nha tranh dau hodc than nhan cta ho, cong an da
ngao nghé dua ra email riéng cua ho ma cong an di 1én doc. Viéc cong an 1én lut doc email 13
c6 that. Viéc cong an dung nhitng nguoi nhu ban, tre khong phai 1a nha tranh dau dugc nhiéu
ngudi biét dén, dé lam ban dap hdm hai nhirmg ngudi tranh déu trong nude, 1a co that.

Vay, ban hay coi ndi dung trong email nhu gia tai quy bau. Con dia chi email, thi hay
coi nhu chd gidu gia tai. Pimg dé cong an 1én 1t an cép, gy hai cho ban VA cho nhiing nha
tranh dau trong nude. Bai ndy, c6 ding trén baovelaodong.com, hudng din mot sé phuong
phép, dua vao kinh nghiém lam viéc thuc tién ctia mot sd thanh vién trong va ngoai nudc cua
Uy Ban Bao Vé Nguoi Lao Pong Viét Nam.

1. Tin budn 1: Céng an biét dia chi email ciia ban

a) Néu ban 1a ngudi da cong khai dimg Ién tranh dau (du ¢ trong nude hay hai ngoai)
thi cong an internet ctia nha cam quyen Ha Noi dé dang biét dia chi email cta ban.

Ban khong phai 12 nha tranh dau noi tiéng? Du ban chi vao cac forum vé xa hoi hoic
chinh tri, hodc du ban chi nhan email tir hay co nhéic dén nhiing ngudi ma cong an chi y, thi
cong an van mudn co dia chi email cua ban.

Vay thi chinh ban (ngudi dang doc dong chir nay) cong an c6 biét dia chi email ctia
ban khong? Néu cac spammer da tim duoc dia chi email cta ban, thi hiy coi nhu cong an
ciing co thé tim dugc.
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b) Ban khong phai 1 nha tranh dau, thi cong an mat cong tim dia chi email ctia ban
lam chi? Cong an c6 thé chi dung email ciia ban 1am ban dap dé theo di va ham hai ho ciing
giong nhu ké gian chui vao nha ban dé tir d6 chui qua nha hang x6m. Nhiing email ma ban
gdi di, nhan duogc, ban chuyén di, hay ai khéc chuyén dén ban, néu email co lién quan dén
ngudi hodc viéc ma cong an theo ddi, thi cong an déu co thé dung 1am ban dap.

2. Tin budn 2: Céng an c6 thé doc ndi dung email ciia ban

a) Cong an khong c6 mat ma thi lam sao doc email cua ban dugc? Nha cam quyén lam
cha hodc kiém soat moi tong dai email (mail server) trong nudce. Ho cling lam chu moi duong
day huyét mach (internet backbone) ndi cac web server trong Viét Nam v6i nhau cing nhu
no6i Viét Nam voi thé gidi tu do.

Do d6, néu ban & Viét Nam va dung cac mail server trong nudc (thi dy, dia chi email
ctia ban tan cung bang @..vn), thi khi email ra, vao, hodc luan chuyén trong Viét Nam, ching
s& chay qua cac mail server ndy, ho c6 thé 1én doc du khong biét mat ma. Con néu ban dung
web mail (yahoo, gmail, v.v.), thi ban khong di qua mail server nhung lai di qua web server
va backbone, do d6 cong an van doc 1én duoc.

Con néu ban & hai ngoai thi sao? Néu 1 email goi nhi¢u ngudi, trong d6 c6 it nhét 1
nguoi ¢ Viét Nam, thi cong an co thé dung cach noi trén dé doc email cia ban. Néu trong
nhém khong cé ai & Viét Nam, nhung chi can 1 nguoi trong nhém so ho, 14 cong an c6 thé
biét tit ca nhitng ngudi kia da viét gi. <’So hd”’ ddy, c6 nghia 1a thi du ho dung password quéa
don gian cho hdp thu va cong an da tim ra dugc password.

b) Co ca trdm triéu email, ho doc cai nao? Ho doc nhitng email ma phan FROM, TO,
hodc CC c6 chura nhitng dia chi email hg theo ddi. Ngoai ra, ho cai may ¢ cac mail server,
web server, va cac backbone néi trén, dé ra tit ca nhitng email nao c¢6 chura nhitng chit ho
mudn theo doi.

3. Tin vui: Ban cé thé khoa tay ké trom ma khong ton nhiéu cong sirc

Ban c6 thé khoa tay ké trom bang cach c¢6 1 dia chi email ma cong an dén ciing khong
sao, chi phi cong nhitng ké trom nay, va c6 mot sé chd bi mat dé chira gia tai:

a) Dung 1 dia chi email cong khai, khong bao gio viét gi can biao mat (ca trong phan
TO, CC lan trong than email). Dia chi nay chi dé dung cho viéc phd bién tin tirc rong rii hoic
dé néi nhimg viéc vo thudng vo phat.

b) Lam ra mot s dia chi email bi mat, va thuong xuyén thay doi mat ma. Mdi dia chi
nay chi cho mot than hiru, hodc mot nhom than hiru, biét. Néu khong nhé duge céac dia chi
email hay cdc mat ma thi ban viét xudng gidy, hodc trong may dién thoai di dong, chir dimg
viét trong may dién toan.

4. Néu 12 nguoi tranh diu, ban nén 1am thém mét s6 diéu dwéi day

Trén day 1a nhitng viéc ma ai ciing nén 1am. Con néu ban 1a ngudi tranh dau va dang
song trong Viét Nam, hodc néu ban ¢ hai ngoai nhung lién lac bang email voi nhiing ngudi
noi trén, thi:

*4A- Nhimg cach dé giit an toan cho dja chi email

a) Khi viét email, ding dung phan TO hay CC, hiy dung phan BCC. Trong hang TO,
chi bién dia chi ctia chinh minh (trc 1a minh goi cho minh), hodc bién dia chi nao dé khong co
that. Néu than hitu cta ban cho ban dia chi bi mat cua ho ma ban lai cho vao ph?m TO hay
CC, thi .. bat mi. Ding phan BCC thi cong an bi.

b) Khong chuyén (forward) email nao c6 dia chi email ctia than hitu minh, vi 1am vay
s& 10 dia chi email cua ho. Néu phai chuyén, thi nhé x6a cac hang FROM, TO, va CC.

*4B- Nhimng cach dé giit an toan cho email

a) Xoa email di sau khi doc (X6a & hop Inbox, hop Sent, VA thing Trash). Néu can
gilr thu thi in ra, hodc cho vao dia cung. Nhu vy, néu cong an c6 tim dugc mat ma dé vao
ngdi 1én trong thiing thu ciia ban, ké trom sé& phai ra vé tay khong, ham hyc.



b) Khong viét nhiing diéu can bao mat trong than ctia email, ma viét trong mot ho so,
zip nd, roi dinh kém. Tai sao? Vi cong an ra cac email ra vao Viét Nam dé tim nhimng email c¢6
chtra chit gi d6 ma ho mudn theo ddi, nhung ra tai liéu dinh kém thi mét cong hon nhiéu. Va
ra tai liéu da zip thi con mat cong hon nita. Dé danh lac hudng cong an, ban c6 thé viét vai
cau vo thuong vo phat vao than cia email. Dé zip, ban c6 thé ding WinZip hay RAR.

¢) Ban hay khoa (encrypt) ho so thu n6i trén. Chia khoa thi noi cho nhau nghe trén
dién thoai hay viét trong SMS, chir khong tiét 16 qua email. Va de nhé thi viét trén gidy, ding
viét trong may. Viéc khoa tai liéu, moi nghe thi tuong kho va tén thot gio 1am. Nhung ban
hay tht, s& thay rat d&. Trong Microsoft Word 2007, ban bAm Alt-F rdi Prepare (tht 7 tir trén
xudng) roi Encrypt Document (thir 4 tir trén xu6ng). Sau d6 danh may chia khoa vao.

*k*k

Vay t6t nhat 1a viét bai trong Microsoft Word, sau d6 gdi dinh kém, va khong bao gio
viét bai trong than email. Ciing nhur khong bao gid copi nhiing bai minh di nhan duoc, dan
vao trong than email. Rbi goi trd lai ngudi nhan.

Tom lai, ndi dung email 13 gia tai, va dia chi email 1 chd cat gia tai. Xin ban can than
dé chinh minh khoi bi ké gian quy ph4, va nhét 1a dé bao vé nhiing nha tranh dau trong nudc.

Cam Nang Vuot Twong Lira (FIREWALL) vs Viét Nam An Toan
Internet Guide for Vietnam -August 2002

Cam nang Internet cho Viét Nam -Thang Tam,2002

Tém lwge: Chinh quyén nha nudc Viét Nam da hinh thanh mot bic tuong lira trén
mang Internet toan qudc dé can tré nhidu ngudi trong nudc vo cac trang nha nudc kiém duyét
va cam doan. Céc trang web sites noi vé van dé dan chu va nhan quyén 14 nhiing trang bi cAm
va bi bung bit nhiéu nhit. CAm nang ndy vén tat tim hiéu birc twong lra va quan trong hon
cling ¢ cin ban vai kién thirc dé vugt khoi hang rao can thong tin dich thyc cila thé gidi.

Loi mé dau: Nha nude cong san Viét Nam hiéu rﬁng mang ludi Internet co 1€ 1a mot
phuong tién truyén thong ty do nhat. Khi mang ludi Internet dugc mé ra rat tré ¢ Viét Nam
vao cudi thap nién 90, nha nudc da dung buc tuong lira, mdt cong cu béng phén mém dé che
dau va chan tin tic trung thuc tir bén ngoai. Birc tudng lira ciia Viét Nam can trd va che day
nhing thong tin trung thyc cua cac trang dién dan dién tir thé gidi n6éi vé van dé dan cha va
nhan quyen. That khong phai 1a diéu ngac nhién gi cho lam cong san Viét Nam la mdt trong
s6 it 21 qudc gia trén thé gioi dang phai vat 16n dé cdm doan dan chung khéng duoc doc
nhiing thong tin dan chi. Chang han,néu ngudi st dung mudn vo trang www.Imvntd.org,
trang ctia Lién Minh Viét Nam Tu Do, thi birc tuong lira sé tirc khic khong cho vo va dong
thot cho hién 1€n nhitng hang chir v6 hai nhu “’The page cannot be displayed’” hoac “’Access
Denied”” lam nguoi st dung ngdy tho tuong rang trang d6 khong hién hiru ntra. That ra,
nhimg trang nay da s6 van con truy cap rat dé dang to1 cac nudc tu do. Vi vay, cAm nang nay
s& gdm 3 phan dé giup ban tim hiéu thém va dé khdng ché lai tinh trang che ddy su that cta
tap doan lanh dao doc t6n cong san Viét Nam. Trong phan dau tién, phan k¥ thuat, bic tudng
lira s& duoc giai thich. Trong phan thir hai, mot s6 cach dé vuot khoi b rdo can cia tudng
lira s& duoc trinh bay cing cac ban. Trong phan thir ba, nhitng huyén thoai, su that va nhiing
manh khoe dé gitip nguoi st dung mang internet s& duoc trinh bay. Néu ban di hiéu dugc vé
blrc tudng lira thi phan thtr nhat ciing c6 thé bo qua. Va cudi cing,bai viét cAm nang nay da
duoc viét béng ca hai thur tiéng, Anh va Viét cho tat ca dé)ng bao Viét Nam.

Cam nang ndy s& duogc tac gia cip nhat hoa mdi khi co tin tic va k¥ thuat méi. Cac
ban hiy cing véi nhitng ngudi yéu chudng ty do, dan chii phan phat cdm nang nay dén that
nhiéu ngudi sir dung mang internet & Viét Nam ciing nhu ¢ hai ngoai. Céc ban c6 thé dang nd
1én nhimng dién dan thao ludn trén mang internet hodc godi bang email dén cho ban bé. Thém
nira, nhitng déng gop vé bai viét nay xin dugc goi toi:
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*http://us.f206.mail.yahoo.com/ym/Compose? To=igdvn@yahoo.com cung véi nhiing
kinh nghi¢m cta ban vé burc tuong lora Viét Nam. Nhung vi 1y do an ninh, ban sé KHONG
nhan dugc hdi 4m ctia chung t6i. Néu email ctia ban khong bi tra lai, didu d6 c6 nghia 14 email
ban s€ duoc doc.

*k*x
Phan 1-Birc Tudong Lia

Con duong vao mang Internet thé gidi cua Viét Nam duoc dat tai Ha Noi. Diéu nay cé
nghia tat ca mdi giao dich trén mang internet phai bat budc théng qua con dudng doc dao
kiém soét tai Ha Noi trudce khi toi dugce mang internet cua thé gi6i. Try so thong tin nay dugc
goi 12 proxy.Proxy 1a mot hé théng ctia nhidu may dién toan dugc nbi lai v6i nhau dé gitp ndi
ban v6 mang internet. Chang han ban dang ng0i ¢ quan internet café tai Sai Gon va ra 1énh
cho may truy cip trang ctia hing thong tin www.cnn.com. Khi ma nhan nat dé goi 1énh di, thi
Iénh cta ban s€ duoc chuyen t6i tru s& kiém soat proxy ¢ Ha Noi. Sau khi d6 thi 1énh s€ duoc
goi toi may chinh ciia hing thong tin & Atlanta, Tiéu Bang Georgia, nuéc My. Sau d6 trang
cua Hang thong tin CNN s€ dugc goi té1 Ha Noi va sau cung td1 may cua ban & Sai Gon. Sy
kiém soat mang ludi internet tir mot diém & Ha Noi cling bao gé)m thu dién tir email cling nhu
no6i chuyén trén mang nhu 1a chatting rat phé bién hién nay.

Véi mot diém kiém soat proxy tai Ha Noi, chinh quyén bung bit cong san Viét Nam
rat dé dang kiém soat tat ca nhimg ndi dung ciia cic trang trén mang internet ma ban coi duoc.
Nha nuée di dung cong cu phan mém dé cAm doan cac trang trén mang internet khong c6 loi
cho doc dang cong san Viét Nam. Mot bo phan mém nhu trén di giup nha nude tao nén mot
btrc tuong ltra khéng 16 bao trum ca dat nude Viét Nam. Tir xua khi mang internet méi ra doi,
blic tudng ltra thong thudong duoc cac cong ty 16n dung dén dé bao vé thong tin nim trong
nhitng may dién toan ctia minh. Nhung nha cam quyén cong san Viét Nam di di man dung
bién phap nay dé khong ché va nhimng tin tirc dan chii, nhan quyén that sy tai Viét Nam.
Nhitng trang dan chi nhu www.lmvntd.org déu bi birc tuong lira can, khong cho qua khoi
cong proxy tai Ha Noi téi nguoi doc.

Buc tuong ltra hoat dong bﬁng cach dung mdt danh sach c6 dia chi cta nhiing trang
internet khong c6 1oi cho dang va khong cho phép cac may dién toan truy cap nhiing trang
nay. Chi ¢ nhiing trang internet khong bi cam trong danh sach méi duge diém proxy tai Ha
Ndi cho théng qua. Nhitng phuong cach trong cam nang nay s& tim cach khic phuc va vuot
qua cam doén cua btrc tuong lira quai dan ciia mot ché do doc tai c6 mot khong hai trén thé
gidi nay.

Phan 2- Dé vuot buic tuong lira.

C6 mdt sb cach dé vuoc khoi buc tuong lra ciia Viét Nam. Pa sé cac cach nam trong
bbn loai sau day:

1) Gi4u tung tich ctia dia chi.

2) Dung nhiing trang da duoc luu trit san.

3) Dung méy dién toan cia nhitng ngudi yéu dan chi va nhin quyén lam diém truy
cap thay vi diém proxy ctua Ha Noi.

4) Dung dich vu cta cong ty chuyén thu WebMailer.

Tom tat nhimg cach vuot birc tuong lwra:

1.- Giau tung tich cua dia chi mudn t6i: Pay 1a cach nhanh nhat dé truy cép nhimng
trang bi cAm. C6 nhiéu trang trén mang internet giup ching ta gidu dia chi truy cap dé qua mat
duoc Ha Noi. Gid tht ban muon truy cdp trang cua Lién Minh Viét Nam Tu Do,
www.Imvntd.org, ban s& chang thay gi trén man hinh béi trang nay bi birc twdong lra chin.
Nhung khi mudn gidu tung tich ctia noi ban mudn téi,trang www.anonymizer.com s& gitp
ban. Tl ngay trong trang www.anonymizer.com,ban c6 thé danh chit www.Imvntd.org vao dé
gidu tung tich.Khi dia chi www.Imvntd.org d3 bo diu,diém proxy & Ha Noi sé khong chin
duoc.



http://www.lmvntd.org/

Nhung, ban c6 thdy mot diém nho can chi ¥ khong? Nha cAm quyén cong san Viét
Nam ciing c¢6 thé chin khong cho chiing ta truy cap www. anonymizer.com. Nha nudc da cho
www.anonymizer.com v6 danh sach den, vi vy, khong thé truy cap trang internet nay ¢ Viét
Nam nita. Sau day la danh sach cia mdt sO trang internet cling c6 chirc nang giong nhu
Www.anonymizer.com. Mot s6 da bi vo sé den ciia nha nuée:

http://www.anonymizer.com/

http://www.phantomip.com

https://proxyl.autistici.org/

http://www.the-cloak.com/login.htmi

http://www.guardster.com/

Ngoai nhimg trang ndy ra, ban c6 thé vo www.google.com va danh vo chit web
anonymizer hoic web mailers dé tim thém nhiing trang twong ty. Mong ban c¢6 thé tim thay
nhiing trang chua han hanh duogc vo s6 den buc tuong lira cia nha nude.

2.- Dung nhitng trang da duoc luu trit sdn: Nhimng trang dugc luu trit ciing gidng nhu
mot cudn sach lich sir. Dich vu luu trit nhitng trang internet dwoc mién phi tai cac dia chi sau
day: www.archive.org va www.google.com. Ciing giéng nhu phan trén, khi ban truy cap
WWW. archive.org, buc tudng lira s& khong biét ban dang truy cap nhimg gi. Www.archive.org
rat d& xai, ban chi viéc v d6 va danh tén dia chi minh mudn t6i, ching han nhu
www.lmvntd.org thi dich vu nay s& cho ban thdy trang www.Imvntd.org duoc luu trir. Dich
vu luu trir nay thuong khong cho ta thiy trang internet truc tiép nhung cho ta thiy trang nay
trong tinh trang dugc luu trit, c¢6 thé da c6 mot vai tuan hodc vai thang. Con www.google.com
thi cling mot phan tuong tw.Google cling luu trit toan thé cac trang cua internet. Thi du dé coi
trang www.Imvntd.org, ban truy cép trang www.google.com va danh vo www.Imvntd.org.
Google s€ hién ra nhing gi kiém dugc,ban chi bdm vé “’Show Google's cache of
www.lmvntd.org’’ thi s& thdy dugc trang luu trit cach day vai thang. Véi cach nay, nha nude
Viét Nam khong dam chén nhiing trang internet ndi tiéng nhu google vi c6 qua nhiéu ngudi
xai, ké ca khach ngoai quéc.

3.- Dung may dién toan khac dé tranh diém proxy bung bit cia Ha Noi: Bay gi0 ban
héy tudng tuong néu chiung ta dung mot loai ky thudt mdi tranh né proxy cua Ha Noi. Piéu gi
s€ xdy ra néu ching ta ndi ca tri¢u may dién toan ca nhén trén thé gioi lai? Cau tra 101 nhu
sau: N6i hang triéu may dién toan cé nhan cua tat ca thé gidi tu do 1a muc dich cua hai
chuong trinh Peekabooty va Six/Four. Khi ban ra 1énh truy cap www.Imvntd.org, thi diém
proxy cua Ha Noi s€ phai goi 1é€nh td1 mot trong hang triéu may dién toan cd nhan. Mot may
ca nhan nay s€ lap trc gitip va gdi 1énh cho ban xem ndi dung ctia www.Imvntd.org. Proxy
ctia Ha Noi s& tuong rang dia chi ctia may c4 nhan nay la dia chi v6 hai. Pay s& 1a mot van dé
nhirc dau cho chinh quyén Viét Nam vi rat kho cAm doan. Tht nhét, ddy 1a tap hop cua hang
triéu mdy dién toan va dia chi cua mdi may (IP address) doi timg gidy timg phut, khong the
kiém soat ndi. Thir hai, ca triéu may dién toan dugc tap hop cua toan thé gidi, cong san Viét
Nam sé& phai bo tay vi khong thé biét hét ai 1a ai. Van dé nay y hét nhu nhiing gi da say ra cho
k¥ nghé 4m nhac va phim ctia Hoa Ky, khi cic chuong trinh ndi tleng nhu Napster,Kazaar,
AudioGalaxy, Morpheus va IMesh dd dung hang triéu mdy trén thé gigi dé trao d6i dit liéu
nhac va phim. Hai chuong trinh Peckabooty (www.peek-a-booty.org) va Six/Four
(www.hacktivismo.com) sap stra duoc ra doi vao mua Thu ndm 2002.Ban hiy theo doi.

3.- Trang internet nim trong Thu Pién Ti-Webmailer: Ky thuat thu dién tir nay rat
khac v6i 3 cach trén. Thu dién tu webmailer ciing 1a mot phuong cach hitu hi¢u dé xem tin
tire dan chu. Thu dién tir s& gitip ban coi trang internet bi cAm trong thu email ctia ban. Ding
mot dia chi dién thu mién phi nhu Yahoo hodc Hotmail, ban ghi dia chi mudn coi v phan
Subject: va géi t6i mot dia  chi dich vu internet mién  phi
http://us.f206.mail.yahoo.com/ym/Compose? To=www@web2mail.com. Sau do, dich vu nay
s& goi trang internet ma ban mudn coi toi hop thu dién tr cia ban. Nha nude khong thé kiém
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soat ndi cach nay vi khong thé nao chin duoc hop thu mién phi ciia Yahoo hodc Hotmail. Véi
dich vu nay, bdo ddm ban s€ dugc coi céac trang bi birc tuong lira cdm, nhung ban phai kién
nhan doi cho dich vu goi lai trang internet, c6 thé doi 10 phat hodc mot ngay sau.

Phan 3-Théu dét, su that va manh khoe dé sir dung internet tai Viét Nam.

Nha nuéc Viét Nam c6 thé chin thu goi va thu nhan trong hop thu dién tir? Ping va sai. Hop
thu v6i chit .vn & cudi (vi du nhu http://us.f206.mail.yahoo.com/ym/Compose?
To=tudodanchu@ftp.vn) c6 thé bi nha nudc chin va doc va bi sira chita vi nhitng hop nay do
su quan ly cua nha nudce. Vi vy, cac ban nén dung dia chi nhu Hotmail hodc Yahoo. Vi nha
nudc Viét Nam khong thé chan nhing dich vy hop thu dién tir mién phi nay (thu ciia ban c6
thé bj nha nudc mé ra doc)

Khi t61 str dung Yahoo hodc Hotmail, nha nuéc khong doc duge hop thu cua t61? Sai,
tat ca giao thong ciia xa 19 internet vao Viét Nam phai qua cong Ha Noi. Yahoo va Hotmail
khong ma hoéa lan thong tin email. Vi vy nha nudc co thé mo théy duoc tho cta ban. Dé an
toan, ban c6 thé lam mot hop thu dung riéng nhung khong c6 tin tirc that vé ban.

Nhu vay c6 cach nao dé khong ai doc dugc thu dién tur cua to1 khong? Néu ban khong
mubn ai doc email ciia ban, ban hdy s dung k§ thuat ma hoa goi 1a encryption. PGP
Encryption (Www.pgpi.org) s& gitip ban sir dung k¥ thuat nay néu xai dung cach. Nhiing trang
internet nay cling hoi kho sir dung. Cho nén cach thir 2 1a tai trang www.hushmail.com de
dang ky sir dung. Cach nay an toan khi ca hai, nguoi goi 1An nguoi nhan, déu ding
www.hushmail. com. Lam sao day? Toi mudn tay x6a ddu vét cua toi sau khi xai internet tai
quan café? Pang vay, ban co thé tay xoa dau vét cua ban khi dé xai internet khi ban dung
Internet Explorer. Dé cho nha nuéc khoi dugc quyén quan 1y quyén tu do cua ban, hiy bim
v chit Tools/Internet Options. BAm vo6 nit “’Delete all offline content” va sau do, ’Delete
Files”’, r0i ’OK”’. Néu thdy ntt “’Delete Cookies’’ hdy bam vo nat d6 ludén. Sau do,bam vO
“*Settings”” rdi bam vo <’View Files””. Néu ma con mot sb file trong ddy, ban bam Ctrl-A dé
chin tit ca réi bam nut Delete trén ban phim. Nhu vy ban da xo6a di rat nhiéu vét chan lang
thang trén internet. Cho chic an,ban ciing c6 thé bam nut ’Clear History”> va bam “OK”’.
Bay gio,bdm vo6 nat “’Content’” va sau d6 vo niat ’AutoComplete”. Sau do bam vo nut
“’Clear Forms’’ va “’Clear Passwords’’ dé x6a tat ca moi 6 mat ma. Chiic may man.

Nguoi Viét hai ngoai nhiéu thoi gian ranh qua, lam nhimg chuyén boi nho cong san
Viét Nam? That ra, it ai ¢ hai ngoai c6 nhiéu thi gio. Nhung vi nguoi Viét hai ngoai rat quan
tam vé van dé dan chu va nhan quyen cia Viét Nam, nhung diéu hién nhién | trong doi song
clia cac nudc ton trong ty do,nhan quyén. Tiée thay, dat nude cua chung ta van con bi cai tri
boi bon quy do doc tai cong san, viét cong. Tién dd dat nuéc, Ai Nam Quan, ciing bi du
nhem va bi viét cong cit dat cho Tau vao nim 1999 va 2000. Con ty goi dia chi cua nhiing
trang internet bi cAm dén voi hop thu Yahoo hodc Hotmail ctia chinh t6i. Lam nhu vay thi
1€nh truy cap cua toéi qua Yahoo hodc Hotmail chir khong phai proxy Ha Noi phai khong? Sai.
Nhung day 1a y rat hay. Khi tac gia thir phwong phap nay tai Viét Nam, phuong phap da
khong hiéu nghiém. Ly do 1a sao? Bdi vi proxy Ha Noi cling c6 thé danh hoi dugc ndi dung
cua trang internet va buc tuong ltra s€ hoat dong tré lai.

Khi dung nhiing chuong trinh chat nhu AOL Instant Messeger (AIM) hodac MIRC, nha
nude khong kiém soat ndi? Sai, nha nudc khong cé chin khi ban chat, nhung c6 thé thiy
nhiing gi ban viét.

Nhiéu quéan internet café dung nén mét trang chinh gitip ban truy cip nhing trang nhu
Hotmail va Yahoo cho nhanh chéng. Nguy hiém khong? Van dé 13, nhiing trang chinh c6 thé
gilr lai tén va mat ma cda ban, nén ho cé thé vo lai hdp thu dién tir cua ban. Nén coi chung.
Cau cudi 1a: Toi s& khong ddm goi cam nang ndy t&i ban bé, toi sg. That ra, cém nang nay sé
dugc quang ba manh mé. Ban va nhirng nguoi quen biét chi 1a mot trong s6 rat 16n nhan duoc
cam _hang nay qua mang cac dién dan (forum), thu dién tor,trang chinh va nhiéu phuong tién
truyén thong nita. D& an toan, ban hdy md nhimg hop thu gia ciia Yahoo hodc Hotmail ra cho



ban bé, nguoi than minh v6 doc nhiing tin tic ty do thé gidi. Nhung dudi mat cua lanh dao
cong san ddc tai tham nhiing gia nua l1a phan dong.

Bay gid 1a cau hoi chot. Co trang internet ndo d6 t6i vo tim hicu va doc dugc nhiing
bai vé tin tirc vé dan chii va nhan quyén Viét Nam khong? Toi ciing mudn thir tai vuot birc
tuong lira hiéu nghiém dén ¢& nao sau khi doc bai nay.

Sau day la c4c trang internet hay bi nha nude bung bit:

- www.lenduong.net - www.Imvntd.org - www.saigonbao.com - www.vietland.net
www.vietquoc.com - www.daiviet.org - www.lephaicom - www.danchu.net
www.conong.com - www.ykien.net - www.thongluan.org - www.shcd.de
www.nsviethnam.com - www.tudotgvn.org - www.vietnamvietnam.com - www.fva.com
www.hannamquan.com
KET LUAN

Trong ché do cong san doc tai Viét Nam, nha nudc phai vat 16n dé bung bit nhiing
thong tin dich thuc ngoai nudc. Pay nham chiéu bai tuyén truyen va xuyén tac cua co quan
chtrc nang quan ly thong tin cua nha nugce. May mén thay, rat nhiéu ngudi xai internet tai Viét
Nam d4 nhén ra dugc didu cAm doan bat cong nay, vi da s6 tit ca moi nguoi trén thé gidi it ai
bi kém kep nhu Viét Nam. Chi c6 nhirng ché d6 hay néi dbi, hay v& voi, va doc tai méi so su
that, anh sang cta dan chu va nhan quyén. Cac ban hay quang ba va giup ngudi dan biét cach
vuot rao can thong tin ma viét cong da bao tram ldy dit nude Viét Nam. Nhu vdy, ta di lam
mot didu qui gia cho dat nudc mai sau dé ta khong phai ho than voi lvong tam. Hay cho moi
ngudi thay rang chu nghia cong san da sap do toan cau nhung van ngy tri tan bao trén dat
nude cia chung ta. Néu co ¥ kién va dong gop, xin cho chung t6i biét qua thu dién tir, chan
thanh cam on.

BAN NEN LAM NHUNG GI SAU KHI TRUY CAP INTERNET O NOI CONG CONG ?
Nguyén An,phéng vién Pai RFA

Thuong thi ban khong mudn danh tinh, va tir d6, nhan than cta minh luwu lai trén may
vi tinh néu ban sir dung mdy tai cac noi cong cong chiang han nhu tiém cho thué may, hay cac
cybercafes.

Néu mudn nhu thé, ban sé& phai x6a ID cta minh sau khi str dung xong, nhat 1a sau khi
truy cap vao Internet. Ban s& phai lam nhing gi? Sau day la mét sé diéu dugc cac chuyén vién
Internet da nghi.

Trudc khi ro1 khoi noi ma ban vira st dung may vi tinh dé truy cdp Internet, ban nén
lam lan lugt nhitng viéc sau day:

TOOLS
INTERNET OPTIONS
CLEAR HISTORY-DELETE FILES-DELETE COOKIES-TEMPORARY INTERNET
FILES
GENERAL. CLEAR PASSWORDS-CLEAR FORMS-AUTOCOMPLETE-PERSONAL
INFORMATION -CONTENT
Bay gio thi ban c6 thé roi khoi tiém cho thué may vi tinh duoc roi.
Chuc cac ban may man.

Internet Protocol
IP 1a chir tit cia Internet Protocol (khong phai 1a dia chi nha minh 6). IP address 1a dia
chi ctia IP ma khi mua dich vu internet dugc cung cap qua may modem (dung cable TV hay
cable dién thoai), goi 1a WAN ( wide area network) IP address vi du: 99.230.221.231. Thuong
thi dich vu cung cap linh dong dynamic IP address thay ddi lién tuc trong vai ngay, vai tuan...
Khi minh muén dung nhidu may dién toan 1 lac thi xai router c¢6 gidy hodc wireless
khong gidy thi router cho minh LAN (local area network) IP address, vi du 192.168.1.1... mdi



1 computer trong 1 nha c6 1 LAN IP address riéng, vi du: 192.168.1.2, 192.168.1.3... nhung
déu c6 chung 1 WAN IP address ra ngoai thé gioi.

Cau hoi: Nhu vay néu ho ding wireless internet 1y IP ctia hang x6m, hay xach laptop
di ra ngoai quan cafe, vao office thi IP d6 c6 bi nhan dién khong?

Tra 1i: Tat ca nhiing IP d6 déu dugc nhan dién khi vao Internet. Khi xai 1 truong muc
cua 1 trang nha nao do thi khi vao thdm trang nha do, h¢ théng cua trang nha s€ tu dong tao 1
ban ghi nhan tit ca cic WAN IP address ma ban d dung account v6i user name va password
ban da log in vao. Khi mudn block account nay thi dua vao ban ghi nhan nay ma block tat ca
cac [P da log in.

TAt nhién 1a cling ¢ cach g&. Nguoi nay chi can tao 1 truong muc, biét danh khac,
mat ma khac, dién thu ghi danh khéc, doi dich vu internet khac dé c6 WAN IP address khéc
hodc goi cho cong ty dich vu yéu cau thay d6i WAN IP address hodc chd cho dynamic WAN
IP address tu thay doi WAN IP Address khéc, hoic qua quéan cafe internet khac hodc ding
wireless internet cau trdm nha khac thi cling vao trang nha d6 dugc thoi !

O cac nude ngoai Viét Nam thuong thi it (hay khong c) ai thué bao cung cip dich vu
Internet v6i s6 IP ¢ dinh thuong 1a mac hon. Con ngoai ra toan 1a sd IP khong cb dinh nghia
1a s6 IP nay bi cong ty cung cap dich vu Internet thay d6i mdi lan tit Modem hay dé lau
khong dung. Néu Dial-up mién phi nhu Netzero hay Juno thi chi khi nao vao mang nhép nhap
duong Internet ciia ho, ho méi cung cip s6 IP ma thoi. Néu cho ghi danh nhu vay thi ngudi
ding (user name) khi trinh thé hoi vién s& khong duoc cho phép vi 2 diy sb sau ciung cta sb
IP bi thay doi.

Lam sao dé doc thu chit "Mién" trén dién thu?. ..

“CHA°c em ma»™t ngA y em A‘4°'p vA ha®jnh phA°c bA®n Gia A‘A—nh”

Lam sao dé doc email c6 font bi ma hoa?

Bai viét & sau s& dua ra mot gidi phap hiéu qua, gitip ban doc dugc mot e-mail tiéng Viét font
Unicode nhung bi bién dang thanh nhiing ky ty nhu #&1234...

Khi soan va giri email, trinh mail client ctia ngudi giri s& ma hoa email theo mot chuan
dé quy dinh cua trinh soan thao. Thu gui dén may chu, trinh mail client cuia ngudi nhén tai thu
vé ro6i ma hoa nguoc lai thi nguoi nhan méi xem duoc email. Cho nén, néu c6 151 xay ra trong
qué trinh mi héa xudi hodc ngugc, hodc bi 16i trén duong truyén thi ngudi nhan khong xem
duoc email. Khi gap truong hop nay, néu email dugc ma hoa theo chuan UTF-8, ban c6 thé tu
mi héa nguoc dé xem. Nhung trudc hét, néu ban dang dung Outlook Express thi hiy vao
View > Encoding > More, chon Unicode UTF-8 (hodc Unicode UTF-7) xem c6 dugc khéng,
néu khong thi thyc hién ma hoa ngugce theo cach sau day:

- Chay chuong trinh thiét ké web Microsoft FrontPage, m¢ mdt trang moi, bam nat
HTML dé hién phan source cua trang ndy, tim dong charset=windows-1252, sira lai thanh
charset=UTF-8.

- Chay chuong trinh Notepad (Start > Programs > Accessories > Notepad hoac Start >
Run, gd notepad, bdm OK).

- Quét chon ndi dung email, bam Ctrl+C dé copy, dan vao ctra s0 Notepad, bam
Ctrl+A dé chon toan bd noi dung vira dan vao, bam Ctrl+X dé cit.

- Trd lai ctra sO FrontPage, dat con nhdy ¢ gilta cdp thé <body> </body=>, bam Ctrl + V
dé dan vao. Cudi cing, bdm niit Preview dé xem.

- Hoac:

http://www.enderminh.com/minh/vnconversions.aspx
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Mot s6 lwu y co ban dé sir dung Internet an toan

Khi dung email:

1. Khi vao mot webmail, néu chuong trinh webmail ho tro giao thtrc bdo mat HTTPS,
thi ban dung phuong thirc nay thay vi giao thiee HTTP thong thuong. Gmail 1a mot trong cac
webmail c6 HTTPS. Ban ¢6 thé vao Gmail qua:
https://gmail.com thay vi http://gmail.com

2. Khi dang nhap hom thu, néu may tinh héi c6 ghi nhé password tw dong hay khong,
ban trd 16i KHONG

3. Khi dung hom thu, ban khong nén luu trit cac théng tin vé danh tinh hay thong tin
mat trong hom thu, ma nén x6a hoan toan (sau khi di ghi nhé hodc cat gidu & mot noi an
toan). Dé xoa hoan toan, sau khi ding chirc ning Delete thu can x6a, ban vao thing rac (trong
Gmail c6 tén 1a Trash, trong cac webmail khac c6 thé c6 tén khac) d€ x6a han thu d6.

4. Ngoai ra, dé gui nhitng thong tin mat mdt cach an toan, ban co thé st dung mot
chuong trinh ma hoa tai liéu va email 1a PGP. Cach str dung chwong trinh nay c6 trong phan
“’Bao mat that sy cho thu dién tir c4 nhan’’ ctia “’Cam nang blogger & nguoi bat dong chinh
kién>> do Tap HopThanh Nién Dan Chu chuyén ngit. Ban c¢6 thé download cam nang tir dja
chi:
http://thtndc.com/index.php?option=com_docman&task=cat_view&gid=49&Itemid=72

5. Théan trong v6i nhimg birc thu khong rd ngudi giri, khong nén nhép vao céac link
trong thu la cling nhu mé cac file dinh kém mot khi ban khong chic chan vé sy an toan cua
chung.

Khi duyét web:

6. Khi roi khoi mot trinh duyét, cac dau vét duyét web con duoc luu trong thu muc:

C:\Documents and Settings\Administrator\Local Settings\Temporary Internet Files
Ban c6 thé x6a cac dau vét bang cach vao duong dan trén, chon tat ca cac file va x6a chung.
Hoac mot cach khac:

Tir menu cua cira sd trinh duyét Internet Explorer niao d6 dang md, ban vao
Tool/Options..., mdt cira sd cho phép thiét 1ap cac tiy chon khi ding Internet s& hién ra. Ngay
tai Tab ddu tién, nhu hinh duéi day:
http://www.tufat.com/docs/gallery/images/internet_options.gif

Ban chon Delete Cookie, Delete Files va Clear History.

7. Khi duyét web, tot nhat ban dung mot trinh duyét vuot tuong lira c6 chiic ning che
va x0a dau vét cac trang web dugc duyét qua, nhu trinh duyét OperaTor, ma ban co thé
download tur:
http://archetwist.com/en/opera/operator

Trén trang ndy, ban tim dén link:

OperaTor 2.6b - PBwiKki
OperaTor 2.6b - WikiSend

Download va gidi nén file vira download. Sau dé chay file OperaTor.exe trong thu
muc vira gidi nén, trinh duyét OperaTor s€ md ra nhu mot trinh duyét Internet Explorer, va
ban c6 thé dung bang cach nhap dia chi trang mudn vao vao 6 dia chi.

8. Than trong khi nhap vao cic link trén cic trang web hay cai dit cac file ma ban
khong rd vé sy an toan.

Luu y khac

9. My tinh cia ban nén dugc cai dit phin mém anti virus, anti spyware hay nhitng
chuong trinh bao vé khac. Ngoai ra, hiy can than khi trao doi v6i nguoi la khong quen biét
trén Internet.



http://thtndc.com/index.php?option=com_docman&task=cat_view&gid=49&Itemid=72
http://www.tufat.com/docs/gallery/images/internet_options.gif
http://archetwist.com/en/opera/operator
http://operatorpolipo.pbwiki.com/f/OperaTor-2.6b.zip
http://wikisend.com/download/552186/OperaTor-2.6b.zip

Bao Mat: Dit by bat ké xem trom hop thu!
Ban c6 thé kiém tra xem hop thu ctia minh c6 bi ai d6 xem trdm hay khong bang cach

X

dat mdt cai “’bay’’ kha hiru hicu.

Ngudi sir dung email nay khong chi ding hop thu ciia minh dé guri email don thuan.
Véi viée cac nha cung cép dich vu ngay cang mé rong khong gian luu trir (hon 6 GB cua
Gmail, 5 GB véi Hotmail va khong gidi han cua Yahoo), hop thu con dugc dung véi muc
dich luu trir thong tin c4 nhan, luu trir mat khau, so tai khoan ngan hang, tai khoan sir dung,
thu tir c4 nhan va nhiéu thi khac nira.

Vi thé hop thu trd thanh mdt muc ti€u béo bd cho hacker. Mot khi hacker danh cép
duoc mat khiu email caa ban, ho dé dang doc dugc ndi dung mail cia ban va “’Unread
Again”’ dé ban khong thé biét duoc 12 mail d3 bi doc. Dé ngan chan tinh trang nay, cach tbt
nhét 13 ban 1am mot "béy chudt’” dé néu co6 ai d6 xem trom email caa ban 13 ban s& bit dugc
ngay “’con chudt’> dé. Viéc tao bay rat don gian, chi mat chua dén 5 phut:

1. Bang ky mot tai khoan mién phi tai trang www.onestatfree.com bang cach bam vao
dong Register now for your free hit counter, bAm Accept dé chdp nhan cac diéu khoan. Sau d6
dién cac thong tin bat budc vao cac dong va chii y ¢ dong thir 10 (URL) ban dién dia chi cua
hop thu (vi du voi tai khoan Gmail 1 google.com), bam Next va Finish.

2. Ban s€ nhin dugc mot email tir OneStat kém theo mot file dinh kém co tén la
OneStatScript.txt. Tai file dinh kém nay vé may va x6a email nay di néu nhu day 1a hop thu
ban mudn dit bdy. Nhung trude khi x6a hiy ghi nhd sé va mat ma dang nhp cia tai khoan
OneStat vi ban sé& can ding né sau nay.

3. Thay ddi tén cua file trén thanh mot cai gi d6 rat hap dan kiéu nhu “’danh sach mat
khau”’ (password list) ciing nhu thay d6i dinh dang ctia n6 thanh htm khi d6 tén file s& 1a
passwordlish.htm.

4. Guri mét thu dinh kém theo file madi nay tdi tai khoan email cia ban.

5. Thé 1a bay cua ban da hoan thanh. Khi mét ai d6 mé thu va file dinh kém, OneStat
s& ghi nhé né, va khi ding nhap vao tai khoan OneStat ban s& dugc thong bao 1a mdi ngay né
duge mé bao nhiéu 1an, kém theo d6 1a thong tin chi tiét vé ’vi khach khong moi’” nhu thoi
gian ghé tham, va dac biét 1a dia chi IP cua ho.

Pé xem thong tin ndy ban vao Visitor Info > Last 20 visitors. Thong tin nay s& giup
ich gi cho ban? Pau tién 1 ban phai ngay 1ap tirc d6i mat ma hop thu cta minh. Ké d6, dua
véo dia chi IP ban c6 thé x4c dinh nhting nguoi da theo doi hop thu cua ban 1a ai.

Theo LBVMT

Bao Vé Email Address Book

Phuong cach bao vé so dia chi (email addressbook)

Mot nhan vién k¥ thuat vé dién toan d3 cho biét réng day la mot cai meo quy nhu
vang! Va 1a mot cai meo rat hay!)

Hom nay tui (mot théng dan ngu cu den) hoc dugc mdt cai meo vé dién toan vo cung
don gian vé tinh cach k¥ thuat. Nhu quy vi da biét 1a mot khi ma cac chu ’virus’’ chui vao
may computer thi n6 s& chay thiang dén cai s6 dia chi (email address book) cta quy vi, va tu
goi di mot cai email dén tat ca nhitng nguoi ¢ trong cai danh sach iy, Vay 1a tat ca cic ban bé
clia quy vi va nhitg nguoi lién hé s& bi dinh chiu.

Cai meo nay khong ngan can dugc nhitng tai hai ma cac chu “’virus’ nay s€ giy ra
cho méy “’computer’’ ctia quy vi, nhung s& chan dimg dugc viéc str dung cai s6 dia chi nay dé
truyén di va gieo rac thém tai hoa, va dong thoi ciing s& gitip quy vi nhan biét duoc rang cac
cha dang an ndp trong may cua quy vi.

Va day 1a viéc ma quy vi can phai lam, rit don gian nhu dang gion dzay do:

Trude hét, hay mé cai s6 dia chi (c6 chd goi la “’Contacts’ co chd 1a <’ Address book”’
roi bAm vao “’New Contact’’, lam gidng nhu 1a quy vi dang bo thém tén ctia mot ngudi ban
vang vao cai so dia chi ctia quy vi.


http://www.onestatfree.com/

O “’cai khung cira s6’’ noi ma dé dién tén (ctia ngudi ban vang) thi quy vi hiy danh
vao chit (mau tu) “A”’.

V& phan dija chi (email address) thi hiy danh vao °0000000@000. 000’*. Va day toi
xin gidi thich la cai dia chi trén diy s€ c6 tac dung va dem lai ich loi gi cho may ’computer”’
cua quy vi.

Cai tén A’ s& dugc sip dung dau danh sach trong céi s6 dia chi ciia quy vi, nhu thé
1a cai tén nay da duoc gan cho sé “’nam-bo-woanh’’ dzay d6. Va chinh day ciing 1a cai dja chi
dau tién (trong danh sach) ma cc chu ’virus’’ mon men dén dé bat dau goi email di, dé roi tir
day cac chi s& 1an luot goi dén cho tit ca moi ngudi ¢ tén nam trong cai sd dia chi cua quy
vi. Nhung (6 doi ludn ludn ¢ nhiing chir “’Nhung’’ bat ht), khi ma cac cha goi di cai email
c6 dia chi “°0000000@000. 00°’ thi cai email nay s€ bi doi ngugc tr¢ lai vi cai dia chi do la
mot dia chi ma ma li. Va mot khi ma d3 bi that bai méo mat (nhu trong trudong hop nay day)
thi cac cht “’virus’’ s& chao thua va khong thé nao truyén binh cho may cua cac than hitu cia
quy vi dugc. Hooray!

Va day la sy httu ich thu hai cua cai phuong phap don gidn nay:

Mot khi ma mot cai email bi do1 ngugc lai thi may s€ bao cho quy vi biét ngay. Do do,
neu quy vi nhan duoc email (tra v&) cho biét 1a dja chi <20000000@000. 00”’ khong c6 trén
tran gian nay (dudi &m phu thi may ra) thi quy vi s& biét ngay 14 cac cha dic cong, nam ving
dang an nlp trong may cua quy vi. Vay la quy vi ct tu tién dung nhitng thu vii khi dang c6
trong tay dé truy ling va diét dich. Pang doi cac cht nhé!

Pon gian nhu dang gidn phai khong quy vi. Néu tat ca cac ban bé ctiia quy vi déu duoc
bao vé bang cach nay thi ké tir ddy quy vi s& ching c6 phai lo ngai gi khi mé email ctia ban bé
ra doc...



